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1. Oo0uiue cBeneHus

JlaHHBII TOKYMEHT MpeaHa3HaveH i1 aAMUHUCTpaTopoB [Iporpammuoro obecnieuenus Digital
Enterprise Systems. Industrial Safity System. Professional (DES.ISS.Pro) - Pemienus s miudpoBoro
npeanpustusa. CucreMa nmpombinuieHHoM 60e3onacHocTy (manee — DES.ISS.Pro, Cucrtema).

,HOKYMCHT COACPIKUT o6mee OIMMCAHUEC AaPXUTEKTYPbl CHCTCMbI, OIIMCAHHUEC BBbIIIOJIHCHUA

THUIIOBBIX ,Z[CﬁCTBHfI I10 pa3B€PTBIBAHHUIO CCTEMBI.

2. TepmuHbl, onipeae/ieHUs] M MPUHATHIE COKPAIIleHUS

b/ baza manHBIX
ncC WNudpopmannonnas cucrema
CYB/J Cucrema ynpapiieHus 0a3aMH TaHHBIX
Hapsin-nomyck JlokyMeHT-pa3pelieHie Ha  IpoBeAeHuEe  paboT  MOBBILICHHOMN
OIaCHOCTHU
3. O0mas apxXuTeKTypa CHCTEMBbI
DES.ISS.Pro coctout u3 KOMIIOHEHTOB:
KoMmnonenT Onucanue
Kmuent [Tonmp30BaTenbCKast YacTh CHCTEMBI PeaTM30BaHa KaK BEO-TIPUIIOKEHHUE, C

JIOCTYTIOM 4epe3 Opay3ep

CepBep BeO-TIPUTIOKEHUS

pa60T MOBBIIIEHHOMN OIMaCHOCTH.

O6pa60TKa OM3HEC-JIOTHUKH. MOI[YIIL npeaHa3Ha4YCH JJIs1 aBTOMATH3allun
nponecca NoAroTOBKU U COTJIACOBaHUA HAPAA-AOIYCKOB HA IIPOBEACHUC

Cepsep 6a3 qaHHBIX

Xpanenue nansabix. [lox ynpasnennem CYB]I PostgreSQL 12 u Bbimie

Monb3osarens
BEB-NPUNOXEHUA

Monsacearent
BEG-NPUNCKEHHA
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seb-npunoxeHua
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4. YCTAaHOBKA CHCTEMBbI

4.1.J]lokyMeHTalIMsI HA MPOrpaMMHOe obecriedeHune

[TosrydnTh IK3EMILISAP MPUIIOKEHUSI MOXKHO 110 apeECy:

ftp://inviatech.ru/

login: j31560090_inviateh

password: 58p9Jgn2,Sgj

4.2. TpeboBaHue K cepBepHOMY O0ecriedeHHI0

CepBep npujioKeHni:

e CPU Xeon E5, 4 Core, O3V 16 GB, 200 GB
e OC: Windows Server 2012 R2 Standard
e MS Internet Information Services 8

e Microsoft .NET 8
CepBep CYB/:

e CPU4Core,O3Y 16GB,200GB+1TB
e OC: Windows Server 2012 R2 Standard
e CVYbB/I PostgreSQL ne Hrke 12 Bepcun.

4.3. TpeboBanusi k padboueMy MecTy NMOJIL30BaTeJIsl

Ha paGoueMm mecTe nosb3oBaTesieil J0JKHbI ObITh YCTAHOBJICHBDI:

OHepaHI/IOHHaﬂ cucreMma

Microsoft Windows 10 u BbIie

Be6-6payzep

Microsoft Edge ¢ ycraHOBICHHBIMH BbITyCKaMH OOHOBIICHUI H
UCIIpaBICHUN

[Taker opuCHBIX TporpaMm

Microsoft Office 2010 u Beiie (Word, Excel)

[Iporpamma mpocmotpa (aition
B (hopmare PDF

Adobe Acrobat Reader 11 u BbIie

[TporpaMMHasi TEXHOJIOTHS JUIS
paboThI NPUIIOKEHUH,
pa3paboTaHHBIX IS TUIATHOPMBI

.NET Framework

Microsoft .NET Framework 4.6

B cnydae meobxommmoctu wucnonb3oBanus (yskimonana Il mius moamucu HapsIOB-IOMYCKOB

(cormacoBaHue, YTBEPKIACHUE):

CpenctBo kpuntorpaduueckoit
3aIIUThI

«Kpunro-IIpo CSP» Bepcun 4.0 R4 u BbIe
Kpunro-IIpo miarun ans Gpaysepa

4.4 TlpenBapuresibHAs MOATOTOBKA K YCTAHOBKE

st pabotsr DES.ISS.Pro tpedyercs CYBJ PostgreSQL ne auke 12 Bepcun u .NET 8.
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4.5.YcranoBska DES.ISS.Pro

1. B PostgreSQL Hy>XHO co3aaTh pacuIiupeHue:

Jlist aToro morpedyercs otkpeith PowerShell wnu komanonyro cmpoxy B nmanke "bin™
nupexropun PostgreSQL (mpumep C:\Program Files\PostgreSQL\13\bin).
3aTeM BBIMOJHUTH CIIEIYIONIYI0 KOMAHI:

\psql -d templatel -c ‘create extension \"uuid-ossp\";" -U%admin%

I'ie BMecTo %admin% momkeH OBITH yKa3aH JIOTHH [TOJI30BaTENs, UMEIOIIErO IpaBa
aJIMMHHCTpATOpa K 0aze JaHHBIX.
[Tocne naxxatust Enter OyaeT 3anpoiieH maposib I JAHHOTO MOJIb30BaTelIs.

2. B oaitnax Web.config, naxonsmuxcs B nankax des_iss, des_printedforms u des_reports,
H606XO,I[I/IMO [MpoMnucaTb CICAyronue HaCTpOﬁKH JJIA ITIOAKIIFOUCHUS K Oaze JAHHBIX

User Id — morun nmons3oBarens B/,
Password — maposb noss3oBaresst b/,
Server — ums cepsepa b/I.

Port — mopt cepsepa B/]

Hanpumep aist moms3oBatenst Admin ¢ maposiem ROOt u mokanbHbIM cepBepoM BJ] Ha mopre
5432, cTpOKYU TOIKITIOYCHHS Oy IyT HMETh CIICTYIOIIHIA BH/I:

<!I-- PostgreSQL ConnectionStrings-->

<add name="ClientDataModelPgsql" providerName="Npgsql"
connectionString="Server=127.0.0.1;User

Id=Admin;Password=Root;Port=5432;Database=%CLIENT%;" />

<add name="CommonDataModelPgsqgl" providerName="Npgsql"
connectionString="Server=127.0.0.1;User

Id=Admin;Password=Root;Port=5432;Database=WorkOrders;" />

<add name="adm_dbPgsql" providerName="Npgsql"
connectionString="Server=127.0.0.1;User

Id=Admin;Password=Root;Port=5432;Database=LISAdministration;" />

<add name="NotifyDBPgsql" providerName="Npgsql"

connectionString="Server=127.0.0.1;User
Id=Admin;Password=Root;Port=5432;Database=WorkOrdersNotify;" />

3. Taxxe B (aitie Web.config, naxopsierocs B nanke des_iSS, Hy)KHO yKa3aTb BUPTYalbHbIC
nytu s nedatHort Gopmer (“des_printedforms/Reports') u orueros (“'des_reports™). Ilpumep
JIAHHBIX HACTPOEK MPHUBEICH HUXKE:

<!I-- ®opmynsp H/] (neuatnas ¢popma) -->

<add key="ReportingServiceUriDEMO" value="/des_printedforms/Reports" />
<!--OT1yéTHI-->

<add key="ReportsUriDEMO" value="/des_reports" />
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4. Tpebyercs mpousBecTH HacTpouky IIS:

Ecnu B cucteme ycTaHOBIIEHBI perMOHAIbHBIE HACTPOUKH Jyist Poccuu, TO TOMIOTHUTENIbHbBIE
neicTBus HE TPeOyrOTCS.

Ecnu B cucTeme ycTaHOBIICHBI pETrHOHATIBHBIE HACTPOWKH OTIIMYHBIC 0T Poccuu, To
TpeOyercs 3amyckarb ApplicationPool oT uMeHu mosbp30Bartenst y KOTOPOro B KQ4ecTBe
pPETHOHAIBHBIX HACTPOEK YCTAHOBJICHBI POCCUIICKHE.

Taxoke y nonb3oBarest JOJDKHBI ObITh IpaBa Ha 3anuch i nanku AppData., ams atoro
MO>KHO ero BKIrouuTh B rpynmy IIS TUSRS

e Heo0xomumo co3aath HOBBIH ITyJT IPUJIOKCHUH UITH UCTIOIB30BATh YK€ UMEIOIIUIICS.
e Jlamee B 3TOM ITyJie pa3MeCTHTh Tpu npuinoxenus (des_iss, des_printedforms,

des reports), HAXOASAIINXCS B UEPAPXHU HA OJHOM YPOBHE.
e Jlms kaXIIOTO MPUIIOKEHHS HY)HO BKIIFounTh Windows Authentication.

5. Jlanee HEOOXOIMMO OCYIIECTBUTH NEPBUYHBIH 3aITyCK CHCTEMBI OTKPBIB B 0003peBaTee My Th
o kotopomy pasmeniaercsa des iss. Ha nannom stane OyayT coznansl bJ] ¢
J€MOHCTPALIMOHHBIMU JJAHHBIMHU.

[Tonp30BaTeny HUXE, ISl OCYIIECTBICHUS Ay TCHTU(DUKAILINY, TOJDKHBI OBITh 3aBEIICHBI
JIOKAJIbHO, THO0 HaXOAMUTCS B CiTyk0e karanoros, Hanpumep Active Directory (AD):

e testl"
o test2"
e test3"
o "author"

e "agreeing.one"
e "agreeing.two"
o approver"
o "operator"

6. HOCHCI[HI/IM [1raroM HY’>XHO BBIIIOJIHUTb CKPHIIT, yCTaHaBJ'II/IBaI-OH_[I/II\/'I JOMCH JJIsA IMOJIb30BaTeNIeH
CHUCTCMbI, KOTOPEIC YK€ UMCIOTCA B Oaze JaHHBIX

e Jlnst aToro HEOOX0AMMO 3anmycTuTh PgAdmin u B criucke 6a3 JaHHBIX HAUTH
LISAdministration, Ha)xaB Ha Hel MpaBO KHOMKOW MbIIIH, BEIOpaTh Query Tool.

e 3aTeM B NMOSBUBILUICS PEJAKTOP HYKHO BCTaBUTh CIEAYIOLIUI CKPUIIT, 3aMEHUB B HEM
DEMO nmMeHeM KOMITBIOTEpA Ha KOTOPOM Pa3BOPAaYHBAETCS MPHIIOKEHUE UITH JOMEH
AD u Haxatb F5 114 ero BEIIOJIHEHUS:

UPDATE "AdmuUser"
SET "Login" = regexp_replace("Login" COLLATE "ru-RU-x-icu", "*([-
\w]+H)[M\]', 'DEMO!, ‘gi);

e AHaJOTMYHbBIC ACHCTBUS HY)KHO COBEpIIHTH Jutsi 0a3bl nanHbIX WorkOrders, Ho BcTaBuB
B PEAKTOP YK€ APYroi CKpUNT, Takxke 3aMeHUB DEMO Ha Hy’>KHBII JTOMEH:
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UPDATE "AppUsers"
SET "Login" = regexp_replace("Login" COLLATE "ru-RU-x-icu", "*([-
W]+, 'DEMO!, 'gi');




